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ABSTRACT

Technology is changing to embrace the cloud. Cloud Computing is simply sharing computing resources that are
available through a service provider. Those resources can be storage space, use of software applications or
servers. You buy more if you need more resources; you give back resources thai vou ne longer need. Cloud
compuling infrastructure enables companies to cul costs; by oulsourcing computations on-demand. However,
clients of cloud computing services currently have no means of verifying the confidentiality & integrity of their
data and computation. The paper tableaux a Publish-Subscribe model to balance the real and perceived risks
with the value of adopting a cloud solution that improves the security of data over the cloud.
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I INTRODUCTION

Cloud computing 15 a network-based environment
that focuscs on sharing computations or resources.
Actually, clouds are Internet-based and it fries to
disguise complexity for clients. Cloud computing
refers to both the applications delivered as services
over the Internet and the hardware and software in
the datacenters that provide those services. Cloud
providers use virtualization technologies combined
with self service abilities for computing resources
via network infrastructure.

In cloud environments, scveral kinds of wirtual
machines are hosted on the same physical server as
infrastructure. In cloud, costumers must only pay
for what thev use and have not to pay for local
resources which they need to such as storage or
mlrastructure. Nowadays, there 1s having three
types of cloud environments: Public, Private, and
Hybrid clouds. A public cloud is standard model
which providers make scveral rcsources, such as
applications and storage, available (o the public.
Public cloud services may be [ree or notl. In public
clouds which they are running applicaiions
externally by large service providers and offers
some benefits over private clouds.

Private Cloud refers to internal services of a
business that is not available for ordinary people.
Essentially Private clouds are a marketing term for
an archilecture thal provides hosted services Lo
particular group of people behind a firewall. Hybrid
cloud 1s an environment thal a company provides
and controls some resources internally and has
some others for public use. Also there is
combination of privatc and public clouds that
called Hybrid cloud. In this type, cloud provider
has a service that has private cloud part which only
accessible by cerlified staff and protected by
firewalls from outside accessing and a public cloud
enviromment which external users can access fo it.
There are three major types of service in the cloud
environment: SaaS, Paa8. and laa8 [2].
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In cloud, similar to every proposed technology,
there are some 1ssues which involved 1t and one ol
them is RAS factor. For having good and high
performance, cloud provider must meet several
management features io ensure improving RAS
parameters of its service such as:

@)
(®)
(©)
(@
©
®

Availability management

Access control management
Vulnerability and problem management
Patch and configuration management
Countermeasure
Cloud  system
momnitoring.

using and  access

II CLOUD SECURITY ISSUES

Trmately, Tnternet is communication infrastructure
for cloud providers that use well-known TCP/IP
protocol which users' IP addresses to identify them
in the Internet. Similar to physical computer in the
Infernet that have I address, a virtual machine in
the Internet has an [P address as well. A malicious
user, whether intemal or external, like a legal user
can find this 1P addresses as well. In thig case,
malicious user can find out which physical servers
the victim is vsing then by implanting a malicious
virfual machine at that location 1o launch an attack
[3]. Because all of users who use same virtual
machine as infrastructure, if a hacker steals a
virtual machine or take control over it, he will be
able to access 1o all users' data within it. Therelore,
The hacker can copy them into his local machine
before cloud provider detect that virtual machine is
in out of control then the hacker with analysis the
data may be find valuable data afterward [4].



Aenizandhan - AISECT University Journal Vol. V/Issue X September 2016

IIT SECURITY REQUIREMENTS
FOR SECURE CLOUD
COMPUTING

Iuformation Security should cover a number of
suggested themes. Cloud computing security
should also be guided in this regard in order to
become an effective and secure technology
solution.

(a) Identification & authentication: In Cloud
computing, depending on the tvpe of cloud as
well as the delivery model, specified users
must firstly be established and supplementary
access prioritics and permissions may be
granted accordingly. This process is targeting
at verifying and validating individual cloud
users by emploving usernames and passwords
protections to their cloud profiles.
Authorization: Authorization is an important
information security requirement in Cloud
compuling to ensure referential inlegrity is
maintained. It follows on in exerling control
and privileges over process flows within Cloud
computing. Authorization is maintained by the
system administrator in a Private cloud.
Confidentiality: In Cloud compuling,
confidentiality plays a major part especially in
maintaining control over organizations® data
situated across multiple distributed databases.
It is a must when employing a Public cloud
due to public clouds accessibility nature.
Integrity: The integrity requirement lies in
applying the due diligence within the cloud
domain mainly when accessing data. Therefore
ACID (atomicity, consistency. isolation and
durabilitv) properties of the cloud's data
should without a doubt be robustly imposed
across all Cloud compuiing deliver models.
Non-repudiation: Non-repudiation in Cloud
computing can be obtaned by applying the
traditional e-commerce security protocols and
token provisioning to data transmission within
cloud applications such as digital signatures,
timestamps and confirmation receipts services
(digital receipting of messages confirming data
sent/received).

Availability: Availability is one of the most
critical information security requirements in
Cloud computing because it 15 a key decision
factor when deciding among private, public or
hybrid cloud vendors as well as in the delivery
models. The service level agreement is the
most important document which highlights the
trepidation of availability in e¢loud services and
resources between the cloud provider and
client.

(b)
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(g) Main problems with clond computing:
Securily problems that may exist in the cloud
are so high, that even the whole IT industry
has undergone a revolution; however, it is not
perfect [5]. Existing security technology still
cannot solve some of the problems associated
with cloud security; there are so many security
characteristics of the cloud it is difficult to give
fully display. Security policy is needed to
ensure healthy and stable development of
cloud computing,

Cloud Transparency Transparent security
would entail cloud providers disclosing
adequate information about their security
policies, design, and practices, including
disclosing relevant security measures in daily
operations .Public clouds are more likely to be
seen as having a greater degree of lransparency
as compared to the Hybrid or Private Cloud
models. This is due to public cloud vendors
having a “standardized” cloud offering thereby
largeting a wider client base. Privale clouds are
usually built for specilic organizations having
more  attention [ocused on  oflering
customization and personalization cloud
functionality [€].

(M)

IV OBJECTIVES & SCOPE

The methodology implemented here is based on the
concept of developing an efficient framework
which is base on the concept of mtercomnected
federated cloud. The framework should be such
that the various applications used in mterconnected
federated cloud and access of resources over this
network 1s elficient and also the [ramework
provides less communication overhecad means
during the transmission of data to the receiver no
data should be loss and it consumes less power.
The security against various attacks especially DOS
and DDOS attacks can be detected and prevented
by the [ramework. Since DOS allack can be
significantly  increased by wusing malicious
workloads of greater complexity, which can
involve a proportional increase of memory
consumption or processing delay. Moreover, since
both the brokers and the subscribers need to
maintain internal status nformation in order to
operate correctly, state-full attacks may be
performed against them.

V METHODOLOGY

(a) Il “N’ 1s the number of users in the
network with number of local brokers and
data centers.

(b) Let ‘Ui’ user requests tor a publish service
item °I1",
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(c) Each of the nodes contains a set of items
that are being serviced al *v’.

(d) Some of the items are not scheduled at the
node “v°.

(e) Here managers are used for the insertion
of item 1in the serviced node “v*.

(f) Now Manager uses the scheduling of the
item sets at each serviced node “v’.
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(g) All the managers which maintains publish
services 1s afttached with the global
manager.

(h) If any of the local service uses more time
to access the item cached at node “Vi°,
then at that local manager scheduling is
done by the global Manager.

¢) TForeachof ‘Ri” = “Di’
d) Compute power for each of the resource
€) Pryp=2.H.Ppy+(H—=1).Pp

g)  Send only ‘Rold’

h) Else
i) Send Rnew
(i) Fnd

a) Il "N ol request are send from User “Ui’ to DataCenler ‘Di’
b) I ‘Ri’ is the resources 1o be involved in the communication.

f) If check ‘Rold’==Rnew’ request for new resource and new resource is same or not.

VI PUBLISH & SUBSCRIBE

While(true)!

Teurrent = get Raccess [rom VM,
foreach Resource{

firesource 1s unallocated

If (! Teurreni[Resource])

For each Useri= Resource
Allot Useri= Teurrent

LElse

WaitT-> till Resource(Alloted)
Store = Stable

If U € Access Subseribe

1J = Subscribe Command

Check Validity U
Allot Subscribe = U
End

End

VII PROPOSED SCHEDULING

The proposed methodology uses the combination of
two scheduling techniques Shortest Job First and
Priority based Scheduling. The processing can be
applied for the public as well as Hybrid Cloud. The
formal algorithms steps of the proposed
methodology are given below:

Notation Description

Ui Various Users of the cloud
DCi1 Data Centers

UBi Broker ol the cloud

Bi Burst Time for the Job Ji
Ji Sequence of Jobs

Ti Process time

Pi Priority of Job Ji

VIII. VARIOUS NOTATIONS
USED IN ALGORITHM

(2) If "N” is the number of requests to send
from Ui, users of the cloud “C* with “Bi’
burst time of each of the user “Ui” to the
data Centers *DCi’ through brokers ‘UBi’.

(by It *T1, 12, ............ In" is the various
burst time from various users “Ui” for the
request of the Jobs *J1".

(e) If “PLP2,. ... . .Pn’ be the prioniy of
various jobs *Ji” for the request.

(d) Compute Priority vector for all d matrices
using

(&) Aw = Vmaxw

(fy Make a matrix with priotity vector using
a  A=[wlw?....w?

(g) Compute °‘C* for the consistent
COMmPpArison malrix.
(h) Compute PVS which is a vector included
value of priority of jobs.
(i) Check the *Ji having highest priority from
‘Pi’.
(1) Now also check the burst time “T° of the
job “Ji’ having highest priority “Pi’.
(k) If burst time *T1" is very less then execute
the scheduling of the job “Ji".
a. Otherwise the job having shortest
burst time “Ti’ is executed.
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IX CONCLUSIONS

The methodology implemenied here can be
analyzed and compare with the existing system on
ithe basis of following faciors.

(i) Communication overhead and delay.

(i) Reliability

(ii1) Delivery Time

(1v) Success Rate

{a) Expected Outcomes of the proposed work
may be It may be possible to get better
Adaptability & Atlack Resiliency in
proposed cloud architecture.

(b) Vulnerabilities assessment of the proposed
secure cloud architecture will be done
against DoS and DDoS or else attacks.

(c¢) Counter measures of the above attacks on
the proposed secure cloud architecture will
be done.
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