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ABSTRACT

In this paper, a modified method of QC-LDPC McEliece cryptosystem is presented. Authors of [3] suggested that
the recovery of Q is possible by an adversary using power trace method. To overcome with this problem, we present
a modification in the existing scheme so that QC-LDPC McEliece cryptosystem by using a random linear non-
singular matrix. And also we have tried to hide the structure of the generator matrix. The modified scheme has the
ability to detect all the errors and correct nearly up to 30% of the errors that occurs. Thus, it has better error

correcting capacity than the existing schemes.

I INTRODUCTION

With the rapid development of technologies, our
society is concerned completely upon the security of
current public key infrastructures. The
fundamental components for current public key

infrastructure are based on
public cryptographic strategies like RSA and DSA,
etc. However, which was proved that

these cryptographic strategies would

be simply broken by the super powerful quantum
computers. Thus, it becomes very important to
develop some new public
key cryptographic strategies in such a way that the
new PKC method would be secure against quantum
attack.

In 1978, Robert. J. McEliece presents a public key
cryptosystem primarily ~ based t-error  correcting
Goppa codes [10], whichis known as McEliece
cryptosystem. The general decoding problem of the
linear block codes is NP-
Complete, whichwas hardto  handle.  McEliece
Cryptosystem has been considered as one of the
candidate for the post-quantum cryptography. The

originalversion of
McEliece cryptographic scheme uses Goppa codes.
As compared with the other

cryptographic schemes like RSA,

McEliece cryptographic schemes have high-speed
encryption/ decryption algorithms. However, because
of its large public key size and low code rate aren't in
demand these days. To overcome these drawbacks of
McEliece Cryptosystem, a number of
variants are introduced by replacing the Goppa code
with the other significant codes. For example, H.
Niederreiter et al. [12] presented “GRS
Codes” primarily based scheme. Then sub codes of
H. Niederreiter were suggested by T. Berger and
Loidreau [16]. V. M. Sidelnikov et al. [17] used “R.
M. codes”, H. Janwa and Morena [5] used “Algebraic
Geometric codes”, M. Baldi et al. [1] used “Low-
Density parity check (LDPC ) codes, and Misoczki et
al. [11] used “Moderate Density Parity Check (
MDPC ) codes, and Londahl et al. [7] used
“Convolutional Codes”. Most of these cryptographic
schemes have been broken through Moderate density
parity check codes (MDPC) / Low density parity
check codes (LDPC) based on McEliece

cryptographic encryption schemes. Recently in [18]
RLCE Scheme is presented using Hexi code was
presented .The original McEliece Cryptographic
encryption scheme was considered to be secure.

In [1], Baldi and Chiaralue introduced “quasi-cyclic
low density parity check code (QC- LDPC codes)” in
the McEliececryptosystem which reduces its public
key size. The Cryptosystem is now called as the QC-
LDPC McEliece cryptosystem. In[13], Otmani et al.
showed that the proposed system had several
vulnerabilities. An amended wversion of the
cryptographic techniques was introduced by Baldi et
al. in [2], which was secure against the Otmani’s et
al. [13] attack. In 2016 [3], Fabsic et al. demonstrate
that a threat is present in the QC- LDPC variant of
the McEliece cryptosystem. In this paper, we present
a modified method for constructing and encoding
QC- LDPC Codes.

This paper is organized as follows: Section Il gives a
brief introduction of QC- LDPC McEliece
cryptosystem. In sectionlll, we present the modified
method of the QC-LDPC McEliece cryptosystem. In
Section 1V, we have shown that our new modified
scheme would resists against attacks given by [3] by
adopting a different form for its constituent matrices,
without altering other parameters. In section V, the
performances of the modified scheme are compared
and finally conclude the paper.

Il PRELIMINARIES

In this section, we recall the keywords concerning
with the modified Encryption scheme.

(a) QC- LDPC Codes

QC-LDPC codes are called as *“reputable
structured” type Low density parity check
(LDPC) codes. Quasi- Cyclic codes was first
studied by Townsend and Welson, where a QC-
codes is defined as linear block code with
dimension "k=p.k," and length "n=

p . ny "having the following properties:

(i) A series of “p ” blocks of “n, ” symbols
will form each code word, each codeword is
formed by k, information symbols defined
by r, = n, — k, rebundancy symbols and



(i) Another valid codeword is formed by
each cyclic shift of codeword by n,

symbols.
G, G CH
6=t & G‘TZ (2)
G G, -~ G,

(c) Parity-Check Matrix of a Quasi-Cyclic Code
Similarly to the generator matrix G, the following
form holds for the parity check matrix H of a quasi-
cyclic code.

Ho H1 Hp—l
e Mo Hoo Foa )
H1 Hz Ho

(d) Alternative “Circulants Block” form
Lemma 3 [1].Given a matrix in the “blocks
circulant” form (1) or (2), it can be put in an

C C C
Hoo H01 HO(no—l)
C C C
He= H10 H11 Hl(no—l) @3)
C C C
H (-1)0 H (-1 "7 H (ro-1)(no-1)
where each matrix Hj; is a “p x p” circulant matrix:
[ i ij ij ij ]
hy h) hy - hl,
ij ij ij . ij
h( p-1) hO hl h( p-2)
C — ij ij ij . ij
Hj; = h(pr) h(pfl) hO h(pfS) (4)
ij ij ij ij
' h h) hy o

111 MCELIECE CRYPTOSYSTEM
WITH QC-LDPC CODES

The use of LDPC codes in the MecEliece
cryptosystem should allow reducing the public key
length, at least in principle, since such codes are
defined by sparse parity-check matrices, whose
storage size increases linearly in the code length.

(a) Key Setup

(1) “(n —k) xn” parity check matrix H of an
LDPC code correct less than “t ” errors.

(ii) “k x k ” invertible matrix S blocks of “
p x p” circulants.

(iii) “n xn” a sparse invertible matrix Q

blocks of “p x p” circulants.

(b) Generator Matrix of a Quasi-Cyclic Code

A first form for the generator matrix of a quasi-cyclic
code directly follows from the code definition, as
shown by the following

Lemma 1.[1] The generator matrix G of a quasi-
cyclic code has the form of a “blocks circulant”
matrix, where each block G;has size kyx n,.

Lemma 2[1].The parity-check matrix H of a quasi-
cyclic code has the form of a “blocks circulant”
matrix, where each block H; has size ryx n,

alternative “circulants block” form that, for the
matrix H in (2), is:

S and Q are formed by blocks of “p x p” circulant
matrices.

Public Key:G'= S x G x Q71 (4)
Private Key: (H, S, Q)

(b) Encryption
For a row vector messageu € GF(q)¥, Choose a
random row vector error having length “n” and
weight “t .
Sender computes the ciphertext as
X=uxG+e
= ct+e

(c) Decryption

For areceived ciphertext “x”, receiver computes
X =x xQ

=(Uu xSt xG)+ (e xQ) ()



X' — Codeword vector of the QC-LDPC code
choosen by receiver corresponds to the information
vector u' =u x St

e X Q — error vector ,

t= t'm — maximum weight.

Receiver is able to correct all the errors with high
probability, by means of LDPC decoding. Thus
recovering u and then u through a post-
multiplication by S.

IV MODIFIED QC- LDPC CODE
BASED MCELIECE CRYPTOSYSTEM

In this section, we have proposed a modified QC-
LDPC code in order to hide the structure of the
private key. To receive the message, the receiver
randomly chooses a code in a family of (n, d,, p)
QC-LDPC code based on Random Difference
Families [ ].
(a) Key Setup
(i) Select“(n — k) x n” parity check matrix H
and produces a “ k, % n,” generator
matrix G in reduced echelon form. The
matrix H is formed by a row

{Ho,....Hp-1} of ng= ﬁ binary
circulant blocks with size “p x p”, where
p =n— k. Generator marix ¢ is formed
by a “k xk” identity matrix | with
k=Kk,.pand k, = n, — 1, followed by a
column of k, binary circulant blocks with
size p. If H, _4is non-singular , then
Generator matrix can be obtained as

follows:
(Hoo 1 Hp)'
oo |1 (HoHY'!
(Ho H, )

(i) Let Cy,Cq,...,Chq € GF(q)X0™T  De
“k x r” matrices drawn at random and let
Gy =[G¢,Co,G1.Cy,...,Gy—q, Cp_q] be the
ko % ny(r+1) matrices obtained by
inserting the random matrices C; into G.

(iii) Let us choose uniformly random dense
invertible (r+1)x(r+1) matrices
AO! vAn—l € GF(Q)((r+1)x(r+1».

Ay
Ay

A

be an Ny(r +1) x ny(r+1) invertible
matrix.
(iv) Let “S” be a randomly selected dense

“k x Kk binary non-singular matrix.

(v) Let “Q” be a “nxn” sparse invertible
matrix having fixed “m”. [“S” and “Q”are
formed by block of “pxp” circulant
matrices].

(vi)  Public key is the k, % n, (r + 1) matrix.
G?P=S"1txGyxAxQ!l .

(vii)  Private key (S,Gg4, A, Q).

(b) Encryption
Sender, who wants to send he encrypted message
to recviver extracts G® from the public key and
divides the message into k- bit blocks.If “¥” is
one of these bocks, sender computes the
encrypted, message as follows.
E.=(¥xG?+e
(c) Decryption
When receiver receives the encrypted message
E., then receiver compute
E? =E.QA!
= (¥G? +e)QA!
= ¥G?QA! +eQA!
= WS 1GyAQ QAT + eQA?
= WST1G, + eQA!
Where

Ao—l
Afl

A=

AL

Vector E? is a codeword of the LDPC code choosen
by receiver corresponding to the information vector
P* = .51 affected by an error vector e. Q, whose
maximum weightist =t m.

By using efficient LDPC decoding algorithm,
receiver is able to correct all the errors, thus
recovering ¥ and the obtaining Ythrough
multiplication by S.

V SECURITY ANALYSIS

The security of the modified encryption scheme is
based on the fact that the adversary needs decoding in
the code G, while G is not only different to the code
G as in McEliece cryptosystem. But, after inserting C
in G, it becomes more complicated to decode for an
adversary. In [3], it is shown that the attacker can
recover the matrix “Q” in the QC-LDPC McEliece
Cryptosystem by used power trace method. However,
only knowing the pattern of “Q” doesn’t completely
reveal the secret key. Since there is one another
matrix “S” whose weight is approximately equal to
“p/2”. Also, in this paper we have suggested a
random non-singular matrix “A” which will multiply
with “Q” to make it more complex for an adversary
to decode easily. If an adversary try to recover the
matrix “Q” from the positive pattern in the power
trace, then get the matrix multiplication of “QA~1".
Then decomposing the matrix “QA~1" in Q and A™1



is not feasible for an adversary. Thus, our modified
QC-LDPC McEliece Cryptosystem will resist against
the attack given in [3] without compromising with its
performance with the existing scheme.

Comparison Graph of QC-LDPC
and Modified QC-LDPC
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VI CONCLUSION

In this paper, a Modified version of QC-LDPC
McEliece cryptosystem is proposed. This system
belongs to the class of cryptosystems based on
complete decoding task. We have shown that our
modified scheme is more secure without
compromising with the performance of the existing
QC-LDPC McEliece Cryptographic scheme.
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